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Stuxnet 'hit' Iran nuclear plans

@ 22 Noverber 2010 Technology

The Stuxnet worm might be partly
responsible for delays in Iran's nuclear
programme, says a former UN nuclear
inspections official

Olli Heinonen, deputy director at the UN's
nuclear watchdog until August, said the
virus might be behind Iran's problems
with uranium enrichment

Discovered in June, Stuxnet is the first
wiorm to target control systems found in
industrial plants.

Iran has denied that delays to its nuclear plans were caused by Stuxnet.
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‘The technology indus
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¢is being rattled by a quiet and
software program that has infiltrated

‘The malware, known as Stuxnet, was discovered by VirusBlokAda, a
Belarussian computer security company in July, at least several
months after its creation.

Security experts say Stuxnet attacked the software in specialized
industrial control equipment made by Siemens by ex

previously unknown hole in the Windoy
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Italso displays an array of novel tactics — like an ability to steal
design documents or even sabotage equipment in a factory — that
suggest its creators are much more sophisticated than hackers
whose work has been seen before. The malware casts a spotlight on
several security weaknesses.
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Mossad's Miracle Weapon: Stuxnet Virus Opens New Era of Cyber
War

By Holger Stark

The Mossad, Israel's foreign intelligence agency, attacked the Iranian nuclear program with a highly
sophisticated computer virus called Stuxnet. The first digital weapon of geopolitical importance, it could
change the way wars are fought -- and it will not be the last attack of its kind.
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B The complex on a hill near an interchange on the highway from Tel Aviv
to Haifa is known in Israel simply as “The Hill.” The site, as big as several
Q recovec soccer fields, Is sealed off from the outside world with high walls and
’ Comment barbed wire -- a modern fortress that symbolizes Israel's fight for
survival In the Middle East. As the headquarters of Israel's foreign
intelligence agency, the Mossad, this fortress is strictly off-limits to
politicians and journalists alike. Ordinarily, it is the Mossad that makes
house calls, and not the other way around.
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The Stuxnet outbreak

A worm in the centrifuge

An unusually sophisticated cyber-weapon is mysterious but important

Sep 30th 2010 | From the print edition

IT SOUNDS like the plot of an airport thriller or a James Bond film. A crack team of
experts, assembled by a shadowy government agency, develops a cyber-weapon
designed to shut down a rogue country's nuclear programme. The software uses
previously unknown tricks to worm its way into industrial control systems undetected,
searching for a particular configuration that matches its target—at which point it wreaks
havoc by reprogramming the system, closing valves and shutting down pipelines.



Ukraine’s cyber war
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f Ukraine, a second less visible battle got underway. Armies of vig
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Industroyer2: How Ukraine avoided another blackout
attack

A Black Hat 2022 session explained how the latest attack on Ukraine's energy grid
was thwarted this spring, thanks to quick responses and timely sharing of threat data.
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iHchopmauii YkpaiHu OepMaBHa cnymba
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CucremMaTU4HICTb Ta IHTEHCUBHICTb POCINCBK

KiGepaTaK IMWAETLCA BUCOKOIO — SEIT BJ/IEHO Ki6epaTaKy Ha HU3KY YKpaiHCbKUX

pP>XaBHUX iHpbopmMaLUinHUX pecypciB

\__/ OepmaBHa cnymbéa
cneuianbHOro 38'A3KY Ta 3aXUCTy

5 o OepmaBHa cnysb6a
lHd)OpMaull YKpaiHu

CcrewianbHoro 3B'A3KY Ta 3aXUCTY
iHthopmauii Ykpainm



3 KNn4voBi aApanBepu Kioepoesnekn ACY TI1

N -
OT Ta IT 36nuxyroTbCA

* YHigpikauia nnatgopm

» PosBuTokK BipTyanisauil

» 36nmxKeHHs iHbpacTpyKTyp
» 30inbLUEeHa NOBEPXHA aTaku
* OOMIH 3arposamu
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3NOBMUCHUKMN MaKOThb
BMCOKY MOTUBAaLit0

[eononiTnyHa arpecis

diHaHcoBa BUroga
(nporpamun-Bumaraui)

Cepiio3Hi BTpaTu (iMigx)
|aeonorivyHi npuYnHU
XakTuBi3m

N

ACY TI1 € nerkoro MilLeHHIO

HepocTtaTtHin 3axucT
nepumeTpy

Cnabka abo BigcyTHs
aBTeHTuikauis

Jlloacekmin gpakTop
Ib y 3apogkoBoMy CTaHi



Yomy kibep3axuct HE € yHiBepcanbHUm?

IT 6e3neka
CTaHAapTHI NPOTOKOM Ha OCHOBI IP
(Hanpwuknaa, TCP/IP, HTTP)

HenepepnbavyBaHa noseaiHKa
(noam)

AKTMBHE CKaHYBaHHA
OK

CXBa OOTLCA perynapHi BUNpaBaeHHsA Ta
oHoBneHHa OC

OT 6e3neka

CTaHZapTHI Ta B/IaCHI MPOMMCNOBI MPOTOKONM
(Hanpuknaa, GE SRTP, Siemens S7, IEC)

MNepenbavyBaHa NoBediHKa
(MalWnHa-MmalnHa)

AKTMBHe CKaHYyBaHHA NMpmM3BOANTb A0 NMPOCTOKO

BunpasaeHHA CNpUYnHAE NPOCTOl, @ oHoBAeHHA OC
3MYyLWYOTb NnepesanuncysaTtn goaaTtkm SCADA



[Mpobnema 1:

Ak BigcnigkoByBaTu BCI
3arpos3u B NpOMUCIIOBIN
MepeXi, | pearyBaTu 4o TOro,
SIK BOHM HAHECYTb LLIKoay?







YyacTtb B 6e3neui HanbiNbLIKUX OpraHizaudin cBiTy

9i3 Ton 20
Hadpta Ta ras

713 Ton 10
PapmaueBTUKa

5i3 Ton 10
BuooObyTtok

513 Ton 10
EHepreTuyHi

nocnyru
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EnekrtpoeHepretuka liEd
BupobHuuTBO i
BuoobyBaHHs

Hadta ta ras
dapmaueBTHKa

[opoeHepreTyka

AeponopTtun
ABTOMOGiNbHa NPOMUCOBICTb
ABTOMaTK3auUis byaisenb

[MpoayKTn xapyyBaHHA Ta
po3apibHa Toprisns

—» Jlorictuka

Po3ymHi micTa

[MepeBe3eHHs



BUOUMICTb BUABJIEHHA

LLlo € y Bawin mepexi Ta Sk BOHO npautoe Kibep3arpoau, pusnku tTa aHomanil ans
LUBUALWIOrO pearyBaHH4

Natwork view

., DESKTOP-68EBAFU

SCORE DISTRIBUTION ‘ScoRE GROUPS
e
Roles: in
MAC vardor: Vhiveare Inc.

Natwork Stats
Roceivet

Firstseen 20000377 2150
Last soans oz

Network Location

BusiBNeHHs akTUBIB Ta Bidyanisauis Mepexi + OuiHka Bpa3nnBOCTi Ta MOHITOPUHT PU3VKIB

* BunasneHHs aHomanin i 3arpos



NMpuknap apxiTeKTypu po3ropTaHHsA B eHepreTUYHi
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Nozomi Networks MopTdyonio piweHb

SUBSCRIPTIONS
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Central Management Console
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[Mpobnema 2:

Ak 6e3neyHo nepenasaTu
OaHi 3 MPOMUCIIOBOI MepeXxi
He NopYyLUY4K i30NALi0?




(( WATERFALL

PiwweHHAa WATERFALL SECURITY
» »

100% BUOMNMMOCTI 31 CTPOI' MM
KOHTPOJIEM OOCTYITY




[Tlpobnematunka 6esnekmn OT

IHTErPALIA IT/OT - MEPEBATU TA PU3UKU

MOHITOPUHIr OBJIAAHAHHSA BUPOBHUKA

NMPOMMCIIOBI XMAPHI CEPBICU

>
BUOAUMICTDb OT NPOLLECIB >
< NMPOrPAMU-BUMAT AMI
DOS ATAKM
BIPYCU-LUMOPYBAJNIbHUKHA
4 N\ . )
HenpuuHATHI pn3ukn Bi3zHec noTpebu
XMapHe nigknoyeHHsa 36inbLiye goctyndicte || [NporHosHe o6cnyroByBaHHA Ta aHaniTMka BENUKNX daHnX

MobotoBaHHA Npo Be3neKky Ta 3axmMcT obnagHaHHsA <VS. Hosa aBTomartuaaduis sugmmocTi B OT
MapameTpn 06MeXeHb KOHTPOIIO TEXHIYHUX 3MiH N\— BianosigHicTb nporpami 6e3neku nignpuemcraa
®i3nyHi Hacnigkn KomnpomMmeHTauil MipBuLLeHa ePeKTUBHICTb Ta ANHAMIYHICTb
\_ J L J
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Waterfall for IDS:

Waterfall FLIP:
PeBepcurBHa ogHoCnpAMOBaHa TEXHOSOriA Ta BigganeHum 4octyn

Remote Screen View: ,
Bbesne4yHa BigaganeHa niaTpumMka ogHOCNPSAMOBAHNX 3aXULLEHNX MEPEX

Secure Bypass:
[MnaHoBa Ta ekcTpeHa NigTpuMKa NepcoHanom Ha Micui

Unidirectional CloudConnect:
Besneka ansa xmapHux cepsicis

Waterfall BlackBox:
BesneyHe cxoBuLLe XypHanis

(I WATERFALL



Kibep3arposn T BUKAUKKN AN eHEPreTUYHOIro CEKTOPY

iICHYBaTUMYTb 3aBXau

BuaBNEHHA KPagiXKKn

AsTOMaTu3auif Po3ymiHHA BupiweHHsa OT/loT

obnikosux gaHux OT/loT

iHBEeHTapu3aLii akTuBiIB BPa3/IMBOCTEN CUCTEMMU KibepiHunaeHTIB

Ha ¢isnyHomy p



OAKYIO 3A YBAT'Y



