3ABE3INEYEHHSA KIBEPBESIMNEKW MNP NOBYAOBI |
«PO3YMHUX» EJIEKTPUHHUX MEPEX

v' ——




CTBOPEHA POBOYA ITPYIA

«KIBEPBE3MNEKA OB’EKTIB KPUTUYHOI IHDPACTPYKTYPU B EAEKTPOEHEPTETULII»

OCHOBHI 3AAAYITPYTN

EKCnepTHa NIATPUMKA | OLiHKA NOTEHLIMHMX 3arpo3 Ta Y4acTb Y Po3po0bLi raAy3eBux BUMOr A0
opraHisauii epeKTUBHMX MPOLECIB Kibep3axmncTy BCiMa YY4aCHUKAMM PUHKY reHepalLlii, po3roAIAY Ta
CMOXWUBAHHSA AEKTPOEHeprii

CUCTEMA HE3aAEXHOT OLLIHKM CTaHY TeXHOAOTIYHOI Ta IHOOPMALLINHOT 3aXMULLEHOCTI 00’ EKTIB KPUTUYHOI
IHOpacTPYKTYPK (B nepLuy yepry). CtBopeHHS Ha 6a3i CII'PE-YKpaiHa LeHTpY MIATOTOBKM Ta
npodecinHoi cepTUdikaLii TakMX CneLiaAicTiB

OpraHi3aLisg B3aEMOAIT 3 HALIOHAAbHUMI PO3POOHNKAMM CUCTEM YTNPABAIHHS, @ TAKOX OpraHi3adis
TeMaTUYHOI CniBnpaLil 3 MPOBIAHUMYU YHIBepCUTETaMU YKPAiHW Y MUTAHHAX NIATOTOBKM KAAPIB Ta
MATPUMKM HAYKOBUX AOCAIAXKEHD

[1POCBITHULIbKA AISABHICTD, MYOAIYHI Ta CreLiaAi30BaHi IHHOPMALLIHI 3aX0AM



@ agre

Ukraine

BUKAUKI CYHACHOCTI

KopucTyBayi 3aLliKkaBAeHI B CTAAOMY OTPUMAHHI eHeprii MeBHOI GKOCTI BIAMOBIAHO AO MOTOYHOMO NOMUTY
Ta eKOHOMIYHOI AoUiAbHOCTI. Cuctemmn Trny Microgrid — NnpiopuTeTHE PILLIEHHS AAS LLbOTO
EHeproreHepytoye Ta eHepropo3noAiAbye 06AaAHAHHA MaE MepeXKeBi IHTepdencu, ki NiAKALYaATHCS
AO IP-Mepex KopucTyBaya

KopucTyBay B 6araTbox BUNaAKaxX He 3AaTeH GAX0BO OLIHUTK PILLEHHS IHCTAASTOPIB TaKOro
00AAAHAHHS 3 TOYKM 30pY Kibepbesneku

Pe3yAbTati KibepaTtak Ha iHCTaAsaLii microgrid KopucTyBayiB BNAMBAIOTb HE TIAbKW Ha iX POOOTY, aAe |
MOXXYTb CMPUYNHUTIL HEraTUBHI BMAUBK Ha POOOTH PO3MOAIABYMX MEPEX, LLIO 3a0€3MeYyoTh iX
30BHILLHIM XMBAEHHSAM

LLIO POBUTW?

HeobXiAHO CTBOPUTM IHCTUTYT HE3AAEXKHUX KOHCYAbTAHTIB/ayAMTOPIB MO NMUTAHHAX OLLIHKM CTaHy
Kibepbe3nekn Ta GOPMYBAHHIO PEKOMEHAALLIY MO X BAOCKOHAAEHHIO AO PIBHS BUMOT HaL,iOHAAbHMX Ta
MI>)KHAPOAHMX CTaHAQPTIB.

OpraHi3yBaTu NPodiAbHE NIABULLIEHHS KBaAIDIKALIT NPOEKTAHTIB Ta IHCTAAATOPIB cucTeM Tuny Microgrid



@ agre

Ukraine

NOTEHLIMHI OB’EKTU AAS ATAK

I[HOOPMALINHI cucTeMu, Lo KopucTyBay BUKOPUCTOBYE AAS CBOI BI3HEC-MPOLIeCiB

CUCTeMU KepyBaHHS IHXXEHEPHUM 0OAQAHAHHAM — TeXHOAOTIYHI MPOLeCK, eAeKTPONOCTayaHHS, TeMAO-
/XO0N0A03a0e3MeYeHHs, BOAO3abe3neyeHHs, KaHaAi3aLlis, eAeKTpOMexaHiuyHe 06AaAHAHHS, TOLLIO
CUCTEMU TEXHIYHOT Be3MeKKn — BIAROCMOCTEPEXEHHS, KOHTPOAD AOCTYNY, OXOPOHHA CUrHAAI3aLif,
NoXoe3nexa

Mepexi loT, fKi IHTerpyoTbcs 3 IHPOPMALLIMHUMK Ta TEXHOAOTIYHUMI CUCTEMAMM KePYBAHHS

Mepexi MyeAIMHOro AOCTYNY A0 pecypciB Internet Ha TepuTopii KopuctyBaya

CKAQAHICTb 3a6€e3neyeHHs Kibep3axucty AAS TakuxX 00’€KTIB MOASTaE B TOMY, LUO:

AAS KOMNAEKCHOTO YMPaBAIHHS NepeAideHi CMCTeMU NOB’A3aHi MiXK COO00 MEBHUMM NOTOKAMM AGHMX
IHXEeHePHEe Ta TEXHOAOTYHE 0OAAAHAHHS Y CBOEMY CKAQAI MOYE MATV Pi3HI MPOTOKOAN OOMIHY AQHUM,
qKi IHTerpytoTbcs B IP-Mepexky yepes crnevliaAbHI LLAK3M

IHTerpauig 3 [oT npucTposiMmn Yepes XMapHI IHTepdhencu

AAS ePeKTUBHOrO Ta CBOEYACHOIO 0OCAYroBYBaHHS aKTUBHO BUKOPUCTOBYETLCS AUCTAHLIMHWIA AOCTY
MPODIAbHUX CEPBIC-IHXEHEPIB.



@ agre BMPOBAAXKYWTE MPUHLIMMW KIBEPTITIEHN

KibepririeHa - Lie Habip NPOLIEAYP, SIKI 3MEHLLYIOTb
PU3NK aTaKu

Basic security
hygiene still Require phishing-resistant
protects against multifactor authentication (MFA)

9 8 /O Apply Zero Trust principles

of attacks

Use modern anti-malware

Keep up to date on software
Protect data

&)

2022 Microsoft Digital Defense Report

[[OAOBHI eAEMEHTK 6a30BOI KibepririeHn Ha AYMKY Mlcrosoft Taki:

= BukopucToBYMTE 6araTo®akToOPHY ayTeHTUdIKALI, CTIRKY
AO DILLINHTY:

= 33CTOCYNTe NpuHUMNKM Zero Trust

= BWMKOPUCTOBYWMTE CyYaCHI aHTUBIPYCH

= PeryAspHO OHOBAKOWTE MPOrpamMHe 3abe3neyeHHs,
onepawinHI CUCTEMU Ta CUCTEMHI NPOLLNBKMN.

= 3axuLLianTe AaHi - I[HBEHTapu3yiTe Ta KAACUQDIKYTe AdHI,
BCTAHOBAOMTE Ta 3AIMCHIONTE KOHTPOAb AOCTYNY,
BUSABASIATE BHYTPILLUHI PU3UKK 33 AONOMOTOH BIAMOBIAHMNX
¢daxiBLIB Ta HaBYAHHSA KOPUCTYBAYIB


https://www.microsoft.com/en-us/security/business/microsoft-digital-defense-report-2022
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10.

1.

[TpaBuAa KIBEPTITIEHN

Bu3HauTe Ta 3aAaiTe NPIopUTETU KAOYOBUM MOCAYTaM, MPOAYKTAM Ta iX AOMOMIKHMX aKTUBIB.

Bu3HayanTte, 3aAanTe NPIOPUTETH Ta pearymTe Ha PU3NKN AAS KAKOYOBUX MOCAYT | MPOAYKTIB
opraHi3adii.

CTBOPITb NMAQH pPearyBaHHS Ha IHUMAEHT.
[1POBOAbTE HaBYaAbHI Ta NPOCBITHULIbKI 3aX0AM 3 NMUTAHb Kibepbe3neku.
BCTaHOBITb MepeXkeBYy 6e3MeKy Ta MOHITOPUHT.

KOHTPOAOMTE AOCTYM HA OCHOBI HAMEHLLIMX MPUBIAEIB | MNIATPUMYITE 0OAIKOBI 3aMnncy
AOCTYMY KOPUCTYBAYIB.

Kepy#Te TeXHOAOTYHUMM 3MiHAMM Ta BUKOPUCTOBYIMTE CTAHAAPTU30BaHI He3MeyHi
KOHQIrypauji.

BrnpoBaaXyinTe KepyBaHHS AAS 3aXUCTOM Ta BIAHOBAEHHSAM AQHWX.

3anobirante Ta BIACAIAKOBYITE BNAKB 3AOBMUCHOIO MPOrPaMHOro 3abe3neyeHHs.
KOHTPOAKOWTE KIbep pu3NKK, MOB’A3aHi 3 NOCTaYaAbHUKaMM Ta 30BHILLHIMM (GAKTOPaMMU.
BUKOHYITE MOHITOPUHT Kibep3arpo3 i BPa3AMBOCTEN, BUNPABASIITE iX.



ipagre BMPOBAAXXYMTE CTPATETI 3AXUCTY

Crparteria ZERO TRUST  apantoBaHa A0  ISA/IEC62443 Industrial Security standards
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Zero Trust - HikoAM He AOBIPSITH, 3aBXAMW NEPEBIPATH.
I'IepeA6aqaeTbcq, LLIO 3SAOBMUCHUKU € AK Bcepe,A,I/IHi, TaK | 32 MeXaMu Mepe)Ki, TOMY XXOAHUM KOPUCTYBA4YaM 4 NPUCTPOAM He
MOXHa aBTOMaTWU4YHO AOBipFITVI.

= |dentities - nepeBipKa Ta KOHTPOAb IAEHTUIKALIMHUX AQHUX KOPUCTYBAYIB.
Devices - KOHTPOAb YCiX MPUCTPOIB, Ki 3BEPTAOTHCS A0 IHOPACTPYKTYPU KOMMaHii

r Apps - lNoLWYK TiHbOBUMX IT y CBOEMY CEPEAOBULLI, KOHTPOAb MPAB Ta NMPUBIACIB YCEPEANHI
. AOAQTKIB, OpraHi3aLis AOCTYMIB Ha OCHOBI aHAAITUKMN B PEXUMI PEaAbHOMO Yacy, BIACTEXXEHHS Ta
KOHTPOA MPaB KOPUCTYBAYiB.

) = Infostructure - BUKopucTaHHs 3aC00IB TeAEMETPI, LLI0DO BUSBASATM aTaki abo aHOMAAIT Ta
e I aBTOMaTMYHe 6AOKYBAHHS Ta MapKyBaHHS HE6E3MEYHMX Aiif; OpraHisalis AOCTYNIB 3
A AN YPaxXyBaHHSM MiHIMaAbHUX HEODXiAHWX MPUBIAEIB.

Network - HepoBipa A0 MPUCTPOIB Ta KOPUCTYBAYIB Ha MIACTABI TOT0, L0 BOHW 3HAXOASATHCS
BCEPEAMHI Mepexi KoMMaHii. OpraHizaLis WndpyBaHHSA BCiX KaHAAIB 0OMIHY AaHUMM Ta
0OMEXKEHHS AOCTYMNY Ha OCHOBI MOAITUK KOMMNAHIT.

Data - lepexia i3 3aXMUCTy Ha OCHOBI NepuMeTPa A0 CUCTEMM DE3NeKn Ha OCHOBI AQHUX.
BMKOPUCTAHHS aHAAITUKM AAS KAACUOIKALLT Ta MapKYBaHHS AaHMX. OpraHi3alis WnppyBaHHS Ta
0OMEXKEeHb AOCTYNY 3 YPaxXyBaHHSAM NMOAITUK KOMMAHIT.
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Ukraine

= 3ABXAW MEPEBIPSIN. Tpeba 3aBXAN BepUbIKYBaTH iAGHTUYHICTb KOPUCTYBAYIB, MPUAAAIB, MPOLIECIB NEpeA
HAAQHHSM M AOCTYMY AO PECypCiB.

= HIKOAU HE AOBIPSIA, 3ABXKAM MEPEBIPSIN. He AOBipSiit aBTOMATUYHO KOPUCTYBAYaM Ta NMPUAAAAM, HaBiTb
GKLLO BOHW BCEPEANHI NepUMETPY MepeXki. 3aMiCTb LibOro NepeBipsn iX IAGHTUYHICTb Ta OLHION PiBEHb
PU3NKY NepeA HAAQHHAM AOCTYMY

=  HAMMEHbLLI MPUBIAEI. HapaBail KOpUCTYBaYaM Ta NPUAAAM MiHIMAAbHI PIBHI AOCTYNY, LLO HEOBXIAHI AAS
iX poboTw.

= MIKPOCETMEHTALIH. MoaiAn Mepexy Ha MeHLLIi CEerMeHTH, LLL0O MPOBAEMM OAHOMO HE BIAUHYAM Ha POOOTY
IHLLINX.

= TIOCTIMHWUM MOHITOPUHT . Be3nepepBHO KOHTPOAKON POBOTY MEPEXI, TAKMM YMHOM MOXHA LLIBUAKO
IAGHTUDIKYBATV Ta BIAMOBICTU Ha 3arpo3y.

=  KEPYBAHHSA IAEHTU®IKALIEKD TA AOCTYTOM. 3anpoBaaXyit HAAIMHY iAeHTUGIKALLIK Ta YNPaBAIHHS
AOCTYINOM, BKAKOYAKOUN MYABTU-DAKTOPHY ayTeHTUdIKALIHO, OO OYTV BNEBHEHWUM, LLO TIAbKM aBTOPU30BaHI
KOPWCTYBaYi Ta MPUAIAN MAOTb AOCTYM AO PECYpPCiB.



cigre 5 KpokiB nobyaosu ZERO TRUST + ISA/IEC 62443

1.  Bu3HauTe NOBEPXHIO 3aXUCTY - BCi NIAKAKOYEHI NPUCTPOI, LLO
CTOCYHOTbCS TEXHOAOIYHOrO npouecy. BusHauTte KpUTUYHI UMDPOBI

o~ aKTUBK 11X 3B’A3KM 3 DI3NYHMMK NPOLLeCaMm
I 2. Bipo06pasiTb MOTOKM TpaH3aKUiW. Ha BiAMiHY BiA IT-cuctem, B OT
protect surface HarOAOBHILLIE 3aXMCTUTW CaM TEXHOAOTIYHMIA MPOLIEC: H0TO eAEMEHTa,
| ) . : MOTOKN AQHUX MIXK HUMU | IK KPUTUYHI LMPPOBI aKTUBM BNAMBAOTH Ha
, 0 I © v iX aKTUBHICTb.
Monitor and Map the 3. Tobyaywte Zero Trust Architecture. Bu noBuHHi po3ymiti disnyHni
menar Q 3B’930K MiXX NIPOLIECAMM AQHWX i AiIMU B PEAAbHOMY CBITI, LLIO

AOMOMOXE CMPOEKTYBATU ACTEPMIHOBAHY MepeXeByY apXiTeKTypy, A€
TEXHOAOTIYHWIM MPOLC, @ TAKOX KPUTUYHI UMOPOBI NpoLecu Ta

00AAAHAHHS 3aXULLIEH.
= . 4. CTBOPITb MOAITUKY Zero Trust. HeobXxiAHO CTBOPUTM AOTIOMiXKHI
: ( MOAITMKN Zero Trust, 06 BIAMIOBICTA Ha ATAHHS XTO, LLLO, KOAW, A,
"oy " archiecrure YOMY Ta K Y BaLLIiit MepeXxi Ta MOAITUKaX.
) - ) 5. KoHTpoAtoWTe Ta NIATPUMYITe MepeXy. CAIAKYiTE 33

nonepeAXeHHAMM Ta aHOPMAAbHOK MOBEAIHKOIO.



@ cgre MEPLLI KPOKM

1. AyauT icHyto4oi IT+OT/ICS iHdpacTpyKTypH

2. Po3pobka abo apanTaLlisi BXe iCHYY0I CUCTEMU KIBepririeHn

3. TTIATOTOBKA NA@HY Ta NPOrpaMm HaBYaHHS, MIABULLEHHS KBAAIDIKaLii daxIBLIB
4. Po3pobKa nAaHy peaAisauii ctparerii Zero Trust

B npe3eHTaL|ii BUKOPUCTaHI MaTepiaAn KOMNaHIMK:
Microsoft, Siemens, Oracle, Palo Alto Networks, Rockwell Automation, Carnegie Mellon University



